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e Paradigm A: Enumeration-based multi-bit watermark
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e REMARK-LLM: A Robust and Efficient Watermarking Framework for Generative Large Language Models (USENIX 2024)

e Robust Multi-bit Text Watermark with LLM-based Paraphrasers (ICLR 2025 Workshop)

A Survey of Text Watermarking in the Era of Large Language Models (Arxiv 2024.8)



Paradigm A: Enumeration-based



Towards Codable Watermarking for Injecting Multi-Bits Information to LLMs

** Background

A UM B R AR A S A, REHRMEF TR & (R FR, BAERA, £ AT,
UserlD <) 9% R TAFARAMIE, B, KA REHT UM E OB 2 P45 KEp 3R

1-bit information

LLM Text with Non- . .
Prompt I . > »
I Generation Codable Watermark This text is generaTed
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|==3) et
Administrator.
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Towards Codable Watermarking for Injecting Multi-Bits Information to LLMs (Peking University. )



Towards Codable Watermarking for Injecting Multi-Bits Information to LLMs

o Formulation

A~ el

Encoding: PxM — T,Enc(xPOMPt ;) =t Decoding Target: m = argmax P, (m’| t)

m'eM

Decoding: T — M,Dec(t) = m Bayes Formula

L
VAR &, RAFRAT IR FF 69 & m = argmax P (L | m’) = arg n}gﬁ{ D log P (1| m',t 1))
m m =1

L L
Encoding Target: max {Pw(t | m)/ max P, (t | m’) } < max { E log P, (z‘l | m, t:(l_1)> — max E log P, <tl | m/, t:(l_1)> }
t m'#m

m'#£m t

s.1.PPL(t | xPrompty < pp (o1 | xPrompty 4 ¢

V %ANBB AR, BPRAACTAt EHNFEm TEARBELS LM & m T ERBLEN gap, FEARIEAR

Towards Codable Watermarking for Injecting Multi-Bits Information to LLMs (Peking University. )



Towards Codable Watermarking for Injecting Multi-Bits Information to LLMs
= Message Encoding Framework

L

FiA&-BA B 2k F ik HEF1F, max Z {log P,y <tl | xPrompt ,t:(l_l)) + 6 (log P, (tl | m, t:(l_1)> —{log P, <tl | 172, t:(,_1)> }

[=1 l
Algorithm 1: A General Message Encoding Framework for A Settled P, L
Input: Language model L LM, prompt xP"°™Pt message m, watermarking weight § = arg max Z log P(t; | m/, t;(l_l))
=1

!

fori=1,---,Ldo m'Fm
1. Calculate log Pp,y pr (v|xP"°™P*, t.;_1))} for each v in the vocabulary using LLM;

2. Calculate log P,,(v|m, t.;—1)) based on the settled P,; o Sy - . : S s
) . =12 — o N é » )y
3. Select t; = arg max {log Py, ps(v|xPT™Pt, t.i—1)) + 0(log Py, (v|m,t.;_1)) — R & %n 5, ) iﬁkii t, I 2 AL Hj—j@ /i:‘fl'ﬁ-

o ZMlong(v|m,,t:(l—1))}
m'€E

end
Output: watermarked textt = {t1,t2,--- ,t1}

L (m, xPrompt : t:(l_l)) = max{log Py, (V | xPromPL, tg_1)+o log P, (V | m, t:(l—1)>
Vv

-

model logit

message logit

\)1' A
Towards Codable Watermarking for Injecting Multi-Bits Information to LLMs (Peking University. ) ﬁﬂ '{EJ. 'LSL'VI‘ P W P



Towards Codable Watermarking for Injecting Multi-Bits Information to LLMs

% Message Function:

7 <m, xprompt »t:(1—1)> _ mvax{log P, (v | xPrompt. t 1) +ologh, <v | m, t:(l_1)> \M\ 2 log P, <v | m', t. 1))}

m'eM

model logit

messade logit

model logit & LLM 5t fﬁﬁ" token AR M BLE | W message logit R T P, B HEAIN B AFA
I —ANEEREP, R & m T A v AR AL 95 7T ae A8 i A0 B 4 m, v 893948 .

N\

1 P, (V | m, t;(1—1)>
lOg PW (V ‘ n, t(l—l)) — lOg ~
0 > Py (vImtg )

1, h <v, m, t:(l_l))

log ﬁw <V | m, t:(l—l)) —
0, h <v, m, t;(1—1)>

L& Naive 6928757 Kb 2r 4543 &, RIEH & m %o 2 Z R F) token & message logit

Towards Codable Watermarking for Injecting Multi-Bits Information to LLMs (Peking University. )



Towards Codable Watermarking for Injecting Multi-Bits Information to LLMs

2 Message Function:

Vaniall-Marking #t.&.: 2 % & 3 K4t message logit, 1 Z-B& 7 4¥ message logit 5 K #J token v F
— & B A 2 5 #) model logit, B Az A =] g 248 3% 18 £ px 15 LR 41 #) tokens

Algorithm 2: Algorithm of Choosing Subset V,,, ¢ (=) (Practical Version in Red)

Input: Message m, text prefix t.1-1) language model LLM, proxy-LM LM, ;.. Z PLLM(V ‘ Xprompt, t'(l—l)) > 0
M ={1,---, A}, hash functions k and h. vev |
1. Calculate a seed s = h(m, t.;_1y), or s = h(h(m),t.;_1)) where h maps m to mha-1) XJ

A

h(m) € Muy; )

2. Shuffle the vocab list (vy,--- ,vpy)) to (v, - ’UIIVI) with the seed s;

3. Select the first k tokens in the shuffled list so that k is the minimal value to make A I, ve V
{vi,---,v;} satisfy Eq. (9) or Eq. (11). log Pw <V | m, t:(l—l)) —

Output: Vi, ¢, ,, = {vy, -+, v} 0, vV

m,t. 1)

mt. 1)

V A TARIEG A A — Bk, Mk xPOMPYl g e B AR R REFT 2
Vv ATEARRx, ARERE WMproxy £45F V¢,

V AT ik, b h ok 8 E R st ®) 2N A m — h(m, prefix_token) € M, = {1,---,A}

ERR Efi—
A

) [B£: Re: Re: Re: Re: Question Regarding "Towards Codable

Towards Codable Watermarking for Injecting Multi-Bits Information to LLMs (Peking University. Watermarking for Injecting Multi-Bits Information to LLMs"

8 WX, TEFRER, RRAX, ZILEHET, \hat{hthE#ESprefix tokenfE A SHK), KRR



Towards Codable Watermarking for Injecting Multi-Bits Information to LLMs
% Experiment

(a) Coding Rate: (b) Coding Rate: (¢) Copy-Paste (d) Substitution COding Rate EP ":F‘vl"é] ‘Elﬁ(}\ 1 bit /T\%‘ oé)]‘ ,r%‘ ‘%‘ g 9‘ tOken

100 - 10 tokens / bit ) 5 tokens / bit Attacks ' Attacks
0T . : ;
+ + . . .
0.95 1 o : : [ 1* %, :
‘ . H- + . & . °
090 ", _l ; ' ; ' ; Experiment Setup
8 Y4 3 + 5 5 3
= - + : N : + :
- 0.80 1 M : : : : . .
: _ . ; ¢ ; .o > Models: OPT-1.3B, LLaMA-7/13B, Proxy LM: GPT-2
E + + ++ +
- . y s ' s v > Datasets: C4 dataset (500 prompt + 200 token)
: + : . : :
4 x ++ 20
> . + > » ®
200 | ol | Xx e | oot ]| | i > Message space: 20 bit, M = {0,1,---,2°" — 1}
‘ 3.5 3.0 3.5 3.0 35 3.0 35 3.0
Perplexity Perplexity Perplexity Perplexity > . . _ _
+  Balance-Marking Vanilla-Marking -+ No watermark nger parameters' A o 100’ L o 10’ 0 = 05
A | 25 | 50 | 100 | 150 | 250
) Efficiency- lity Trade-off uman-Written Tex JLaM/ JLaM, . .
e e o Diinguishing S D - Encoding Time (s) | 9.39 | 9.48 | 9.50 | 9.22 | 9.37
15.0{ " Decoding Time 0.94 + ’ + Decoding Time (s) | 1.89 | 2.27 | 2.97 | 4.49 | 6.24
0.95 : i : :
125 2ol
< 092 ¢ aad
E 100 2 5 1.00
; 7 320.80« .
T 15 0.90 g g ®
2 7 2 -
= 50 0.88 - 3 0.95 - 0 o
2.5 : S @
-0.86 0.0 ' iy b ’ ¢ _ ) Qj, 0.90 - o,
0.0 7. 4 wha 74 - = &
null  GPT2  GPT2 GPT2 GPT2 3.5 3.0 3.5 3.0 3.5 3.0 o
, . . >
Medium Large XL Perplexity Perplexity Perplexity o + A=25 ® ®
LM proxy +  Balance-Marking Vanilla-Marking -~ No watermark U=J A =50 +
0.80 - A =100
® A=150
® A=250 ¢
» » = No watermark ‘+ .
3.5 3.0
Perplexity
Towards Codable Watermarking for Injecting Multi-Bits Information to LLMs (Peking University. ) e —



Paradigm B: Bit assignment-based
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Advancing Beyond Identification: Multi-bit Watermark for Large Language Models

o Outline

¥k ma A 2 iy REANAFNEE, FAFFA token 18170 Fr o BLZ TN F 69 75 & PR AFAL

Cycdlic-Shift & Message-Hash MPAC

Greenlist (Zero-bit)

Messages 0

via Position Allocation

’

il

R T ¥

11110000]

Algorithm 1: Message Decoding

Input: Text X;.7, context width h, effective message length b, counter W € Rox7
Output: Predicted message m, number of colorlisted tokens w

/* Initialize counter
1 Wp][m] =0Vp,m
/* Count tokens in colorlists

2 fort in [h+1,7T] do

x/ 12 end
/* Predict message
e m

x/ 13 M, =
uw=~0

3 s = f(Xt—ht—1) 15 for p in [b] do

4 p=sample([b]) using s as seed 16 w+=max(W[p|[:])

s V; = permute(V;) using s as seed 17 m = argmax(W/p|[:])

¢ form in [r] do 18 M, +=str(m)

7 if X; € G{" then 19 end

8 W(p|[m] +=1 20 Get bit message m by converting m,
9 continue 21 return m, w

10 end

u__ end

Generated text

Message Im

/):3 p=2 p=1 p=0

{ I

]1302

- 1. Compute seed using previous context

seed =f(1 [0 )

p := sample([b],seed) = 1

- 2. Sample position

- 3. Get message content
m .=

- 4. Permute vocabulary using seed

m(l]=0

- 5. Partition vocabulary into colorlists

- 6. Add bias to the selected colorlist

Permuted Vocabulary

g

g

7. Generate token and repeat

Advancing Beyond Identification: Multi-bit Watermark for Large Language Models via Position Allocation (Seoul National University. )
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Provably Robust Multi-bit Watermarking for Al-generated Text
% Outline

MPAC %k & & T token 1837 R B &4 LL4F L - Be 35 4], F+ 18 R 1 4 Ak % 2% LR T = 7% i) A%
X, B IAIFFHEZ A NLAFR AR E ) 8 segments, F+ 5] A RS é%ﬂif-ﬂy# = A W) A R

User ID: 0xF38B Message: |0 |1|1|0|O0|0O|1]1
. T Seg ts:
Packing [ 111/ 1]olol1]1 Tl ololof1lo0/1]1 eements: |1 [ 21013
8 Previous
/ / token: Current token:
Segments: 15/ 3 |8 |11 Matt | sat | on | the \(D)
o Hash Assigned:
ECC Encode - = Segment ID
15/3[8[11[9]6 ) 2
Balanced Segment :
Assignment — @
Prompt: Suspicious Text: Message: . Binsed
e reen iase
(Health authorities\ El_ifl 4 Passengers had h 4 ) Logits: @ List: Logits:
in New Zealand been infected by v
said that about ':> a norovirus. The :> ge}lJ:re;tggltjl?:ixt i 13 -1.5 , ,
200 passengers Embed | ship Pi‘i.S.SeﬂgerS Extract floor 10 T 3.0 0(2 ) — O(k . 2k)
K — j \ / \ j ]
chair 2.2 2.2

_couch | L7 couch 3.7

Provably Robust Multi-bit Watermarking for Al-generated Text (National University of Singapore. USENIX Security 2025)
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I

Provably Robust Multi-bit Watermarking for Al-generated Text

= Experiment

Pl R A A L RRAD B ]

kSR XA = 5 ANF mirE T 7 A0 2K

Bit lenoth b 12 16 20 24 32
ttieng Match | Bit | Time | Match | Bit | Time | Match | Bit | Time | Match | Bit | Time | Match | Bit Time
rate Acc (s) rate Acc (s) rate Acc (s) rate Acc (s) rate Acc (s)
Fernandez et al. [19] 99.6 100.0 | 0.12 99.6 100.0 | 0.34 99.2 999 | 5.04 98.0 99.8 110 NA NA (Esiigrgg? ed)
Wang et al. [65] 99.6 100.0 | 0.16 08.8 99.9 0.58 08.4 998 | 3.14 97.2 996 | 355 NA NA (Esfii?zﬁ ed)
Yoo etal. [71] 86.4 96.5 0.01 73.6 94.6 0.01 49.2 90.8 | 0.01 30.4 89.4 | 0.01 8.4 81.2 0.01
Cohen et al. [13] 093.2 08.7 0.01 88.8 97.0 0.02 78.4 95.3 | 0.02 65.6 947 | 0.03 27.2 89.7 0.04
Ours 08.8 99.9 0.04 98.0 99.7 0.06 97.6 996 | 0.10 96.0 99.5 | 0.18 94.0 99.1 0.6
100 - @4 Ours @4 Yoo et al.
. " ‘ - v - y s Ourwo ECC immi Cohen et al.
< 80- N & e e - % In = %
~ T N ’ i N .. ‘ i \
_.Q_J, 60“ | | 1l [ | | [ ‘ M
- T no on In nn ‘ [N
— ’ — | | [l [y | | \ [N [
£ 40- XH T oo or In [N [
2 S8 BN.E INwE PNuE ENgd \ TR
g 20 - \ ¢ mi ’ D im Rd Hi \ R ’ .‘ oo ’ I \ o~y 1N
o I CHE ¢ m o Il 4 uN w, i ). in
¢ mi P i Rd W RO [N Nd | < K-
Without Attack Word Delete Word Add Synonym Replace Copy-Paste Paraphrasing Homoglyph

Provably Robust Multi-bit Watermarking for Al-generated Text (National University of Singapore. USENIX Security 2025)
13

Experiment Setup

> Models: LLaMA-2-7B

> Datasets: OpenGen, C4, Essays
> Metric: Match Rate, Bit Acc, PPL

> Hyper-parameters: 6 = 6, b = 20

Bl Human text " ’

B LlamaZ2-wo watermark

Bl Guanaco-wo watermark N

B Falcon-wo watermark !

B Llama2-with watermark }

Bl Guanaco-with watarmark

= Falcon-with watermark
) L

o215 -
10
;m B =

:..-o
|
'.




Paradigm C: Post Processing-based
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Waterfall: Scalable Framework for Robust Text Watermarking

% Outline and Provenance for LLMs
a'

AKIXAZBET—FER (LFARLAKE RN RES RXANKA) - EHATHE (3 F R AMK
W EXIFRETRAP) B XAIKPIELE, VR FIR 5 I8 352 VAR RIZAA] KA A )| 45,

( Watermark A Unauthorlzed use (Verify A
( ‘ % E - Plaglarlsm \/
T TW Tsus W ) ~ > %) -
oz 5 - B =(TeT: NES RS S VEr
i Watermark Watermarked I— LLM Suspected 1 \ferification or —”_C,S T E —[l_ * S (TO’ T) Z S ) /N S 75 i 47% ) };\;}EJ 7}3‘
L ot e MR miing | e algorinm X A

EE A LM AEA ERE, kb K
‘Al i@ﬁﬂ] fiii\ T(’) "‘Péﬁiﬁ]

A, A LLM %138, Tk LK TV 1. Kep: W, T,)) - T, FF p AR 1D, T, Z R4 A

A3 e SN T(l) ‘:]’tb\)\fn\ﬁ/]ﬂ(f]? (‘\_Z_/ii:t‘ A(Tv(vi) _ Tg)us)’ oo T(Sz)us ok E AT R A

A4 B XA TW 1A EF 48T }{ 3. BiE: g = V(u, Teys), & q > g MAH iz AH K

A5 SCA T3 A T4 LLM t‘"
L — — — #F n-gram #$AIKIPAE &, GRS

Waterfall: Scalable Framework for Robust Text Watermarking and Provenance for LLMs (National University of Singapore. )
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Waterfall: Scalable Framework for Robust Text Watermarking

" . . and Provenance for LLMs
‘%’ Watermarking schematic

Lo AlH UM A & B3 R4 A Ty #AT T8, X5 j /> token = £ 414649 logits L,
2. AR ID p Fe LI 2 MBEHEAS B k= h(u, Wi_p12) €K, A FH4 k, = h(u,2) € K,
3. xf logits #ATH3h L Wik, k,, L)) = ~l(k_, F(k K Pk, L))y K A 358 5 b e A7 =
4. ML 89 logits F KAE, A4 T —4 token
s Aoregresshve oop Wil o & Fii K, o {¢:V, >R [ (g, ¢) =5,
1 . S - =
3 .[pQ} ______________ * g P #5322 H F(k,, x, L) = L+ kF, (k)
lVVatermarkmg --;:\- ----- \| ‘ Fl ‘ * ‘ \/‘ '
loperator /V space \9 N | :
! (Perturbation @ E COS <271'k L) if k < m
" T keyk, /\/ _’Q l . "1V 2 - )
| |—; . Perturbation l | ¢kp(]) — . /f%'.iﬂ‘l‘ Z_%g(_, él’i
: Perg;t;:on_ \uncnonﬂ,_xg@( i sin <27r <k - Vi > / > otherwise
N A ———— ~- 2/ P P |\/|
Perturbed logits L A
Sampllngl® E
5,72, - W] T, BN b, xF RIS RS OB 3F ROk B P — R 2
Waterfall: Scalable Framework for Robust Text Watermarking and Provenance for LLMs (National University of Singapore. )
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Waterfall: Scalable Framework for Robust Text Watermarking

" and Provenance for LLMs
‘%’ Toy Example

o bl ac i, BEMAVESNL BR P #BEV, TRFARMED G, WHZ LHEELY Y
oA L, B ahEe91E5 L+G R P, G R A KA, AmRSTERIER.

e Wl bc B, BAEMATHES G mA P! #3W V, =8 &R token , WA Z E 343K 1339
AR E G, R ERENESL+GRERAP, B L RZEA KA, ANmHHELE.

&

;3;,4

(a) V, space space (c) V, space
@ oL)l 6Ll®([l " — 1
r a@@ aa@ BgH @@a el plga e P(KLL) 2 P (k, L)
- L L 9P Gl ©
. ‘ Kﬂ ‘ kJZ'EKJZ'
aﬁ’y c ab c abc C ach a.bc : abc@ ab c
I P 2 L) P'(3 7" a)l 1(6, Lo) 2| Less distortionto G
(b) ¢ @"LP'I(LG) 1P1(2,G) J,P-f(3. G) P'(4,G) 1P1(6,G) @ | V, space _ _
'P'l([l....,ﬁ].G) @ Q ; @ = ﬂ LbJ @ e LbJ : LC'L C Qj !{L g IT) . " @ El .'P 1 (k G) 10_3§ atermarked text 7,, | 10_3§ Unwatermarked text 7,
oo |-ﬁlIL |.1 é’ é:.m |€}1 i |1 Jﬁl.’ G.Gm L . g G Jo0 0 .-\, a | o] gt
L L pputi el e o T |, . . 1o-5ﬂ;‘ R
a3y a7 a By a gy a (B afy abc a,87 a67 os L, —-. = I o] rmmmen mremmem——een e
[P(1, G1) [P(2,G>) [P(3, Gs) [P(4,G.4) [P(6,Gs) ¥(5) * Less distortionto L 0 1000 20000 30000 ° 1000 20000 30000
Waterfall: Scalable Framework for Robust Text Watermarking and Provenance for LLMs (National University of Singapore. )
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Waterfall: Scalable Framework for Robust Text Watermarking

o L . and Provenance for LLMs
‘%’ Verification schematic

AR p A=t AT n— 1/ token & Tgyg ¥ 49 token ATHES, NV, BRI E V,
KRV %43t token £ B 3% 1% token R C

I p A XA F B Fy(k,) 89K 5 A Ao RARS A C 69 MARTFE) K 94K g

Ao Ko AN BA L Fi(k,) Aaleg oA C, BT 58 g fB4E g, FIBTA LKA

o - N

—_ To ) " Token oountin vV, 1 Token count in V,, Algorithm 2 WATERFALL Verification algorithm
Sus
—— —— ] a! 1: Input: Suspected text Ty,s = [wW1,. .., wy], ID pu, n-gram length n, keys function h,, perturbation key &, test
ff'rrf_ Attacks rrrr | Lo - Vocab[FE’errg]utation == threshold q.
Frr‘rrt.j — & | 2: Initialize a vector C' of length |V, |, which keeps track of token counts, to 0.
Watermarked Corrupted — 3: for j =1,...,[Tws| do
-grams n-grams i ( A U e 4:  Compute kr = hr (i, Wj—n+1:j—1) and permutation operator P (k. ), given Equation (2).
OGS STeea P (=0 5. Set C(P(kr,w;)) + +.
y D ¥ _ 6: end for B
N A N S TR — > 7: Compute avg cumulative token distribution C' = C'/N.
K, 2 < 7 il = = 9 pufe ave Stributio
: 1 Jull H“ < 8: Compute verification score ¢ = (C, ﬁﬁ) based on Equation (5).
I Perturbation $ 3 9 9: Output: Returns true if ¢ > §.

~— function [Eq. 5]

Verification operator

...........................................................................................................................................................................................................................

TR XARBAE R AR p 0 AT 2 3289 C, AR k, 442 B8 C, B Ry 2K

Waterfall: Scalable Framework for Robust Text Watermarking and Provenance for LLMs (National University of Singapore. )
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Waterfall: Scalable Framework for Robust Text Watermarking

o . and Provenance for LLMs
% Experiment

AT E. AR = FHtE. Ty REARSANEATT £, ERKWA, FEN T KA
AL 100 token #9448 A, waterfall &7 VLS I, F AL 69 T 4 Mo #5569 LR £ o

Fidelity verifiability trade-off Quality-verifiability trade-oft 9 Mlnser:tlonm mDelitlonm Synonﬂym iubstltutlon
. 95 1.0 {B-Po—o—o—| 1.0 1 —9—0— 0] 1.0 —o—o—o
2904 . ; QO 0.9 I — 0.9 - 0.9 -
— §8S~ o 8 0.8 - ~g_ |08 0.8 -
% 08851 © nii < ;' 'g;" S 0.7 - 0.7 1 0.7 -
osso{ ° "7 @ 071 o moi . < 06- 0.6 - 0.6 -
i : . = Para-NLW B e e o e e e e B 05 T r T T T T 05 T T T T T 05 T T T T T
08781 & k=8 3‘321’ — 0% 5% 10% 15% 20% 0% 5% 10% 15% 20% 0% 5% 10% 15% 20%
0.9 0.99 0.999 0.9 0.99 0.999 YAttack strength Attack strength Attack strength
(a) AUROC (b) AUROC —9— Waterfall —&- Mbit —©— P-NLW
Fidelity Verifiability (AUROC) Scalability Experiment Setup
Verifiability with N Extraction accuracy (Pass@10) Pre-attack Post-attack (# of users) Model LLaMA-2-13RB % vz
> . -/ T <
SRCMARKER 0.984 0.726 0.662 10° darsts. = (ﬁj\' "")

7/

WATERFALL 0969 0904 0718 107%™ » Baselines: M-BIT, P-NLM (A 7K¥Ep)

> Datasets: OpenGen, C4, Essays

i e WATERFALL ~ M-BIT ~ P-NLW
@ N ® samples Watermark 24 85 297s 1475 > Metric: AUROC, GPTScore, STS (& 48/ &)
Verification 0.035s* 2.61s 148s ;
Token length N > Hyperparameter: k (/K ¥ 7% /&)
Waterfall: Scalable Framework for Robust Text Watermarking and Provenance for LLMs (National University of Singapore. )
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Paradigm D: Training-based
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REMARK-LLM: A Robust and Efficient Watermarking Framework for Generative

Large Language Models
% Outline

V H &SRR IR T Fo0l & M 5 R /A, £FE = 8] K0 &# NA) token 153 S(T+ M)
V FAHAE Y F) ] Gumbel-Softmax K 9-A S(T + M) V540 A B hm#sgi ¢ 4558 S(T+ M)
V O ERBALY . AELRBAFHR B AL A F RIATFF| KL H &, T LR e S

Watermark Insertion Original Text T Message M iz
T: Researchers in the _C —— = S‘ €Xp(10g(Si) T gi)/T f ] 1 | Tl
= - . Jfor 1 =1,---,
|| Vs Tty + g7
\ Encoder S, /C]M, wo11|  [Normalization R,| ~|Normalization R, j=1 J J
: +
= 0.10.3/ .. 0.60.50.3|«—0.30.4| ... [0.30.20.1
/ Decoder S, \ 0.4p.7] ... p.9p.7p.4
ST 17 |V
|Opt|m|ze<d bebam search / DeCOder S4 \ Message Encoding Ls(T S(T- Ty +M)) = — Z Z log(Sij(T Ty +M))
T.m: Author in this project [ = = - | Tl
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prese[.sg’ep;ac ( \ ) Ed:t a ) ) Reparameterization LM(Ma Ml» M;) = Wy Z |Mi o Mll + Wtz |Mi o Mtll
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[ e | | LinearR, \ =1 =1
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Watermark Encoding

Original Text
We propose a pipeline to inject multi-bit text
watermark. We encode the watermark by
paraphrasing a piece of text using special

paraphrasers. Then the watermark can be
detected by our trained decoder.

(Paraphraser)

We propose a method for multi-bit text
watermark injection. The watermark is
encoded into a piece of text with special
paraphrasers. We then detect the
watermark using our trained decoder.
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Decoded key

Watermarked Text
We propose a method for multi-bit text
watermark injection. The watermark is
encoded into a piece of text with special

paraphrasers. We then detect the
watermark using our trained decoder.
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Algorithm 1 Watermark Encoding Algorithm 2% = E(z°, M; S, 6y, 6-).

Require: Input text x°; Watermark code M ; Text segmentor S; Parameters for two paraphrasers 6 and 6, .

Ensure: Watermarked text %

1: %« []

2: 140 /% index of current watermark bit */
3: while z¥[—1] # (EOS) do

4:  bit + M]i]

5. z*.append(f(z°, z"; Opit))

6: /* Switch to the next bit if the current segmentation ends.
7:  if S(z"; mode=F) = 1 then

8: 11+1

9: endif
10: end while
11: return z*

*/

Algorithm 2 Watermark Decoding Algorithm M’ = D(z"; S, 0,).

Require: Input text z*; Text segmentor S; Parameters for the text classifier 6.
Ensure: Decoded watermark M’
M’ ]
for z, € S(x"; mode=D) do
M’ .append(g(Z;; 0a))
end for
return M’

ANE I >




Robust Multi-bit Text Watermark with LLM-based Paraphrasers
% Co-Training Framework
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Cinit w0 O35 xggra ) = Cspr(O %, xggra ) + Lspr(Op %, xggra ) |D(x"),
tp (053" M) = ) (M[i] - g, (26,) + (1 = M[i]) - (1 — g (2 0,) ))
— A5 I5(7, (xggra | %, (xggra [ %,") i=1 \)
0 1 (0’0
Algorithm 3 Training Algorithm of the Encoder and the Decoder.
Require: Dataset D; Initialized parameters 60, 01, 04; Text Segmentor S
Ensure: Trained parameters 6, 61,04 lendE™)
1: forall z, € D do r(x", M) = Z 1ID(x")[i] = M[i]}
2: M ~{0,1}*° i=1
. T, — E(x°,M;S,60y,0;)
Calculate the advantage function A;(x,,, x,, M) with the reward fxnction in Equation 4. r(x", x°, M) = A, - r,(x",M) + A, - r(x", x°)

3
4
5. Update 64 with decoder loss /p(64; x*, M) in Equation 2.

6:  Update 0, 6; with the encoder loss £z (6o, 61; A;) in Equation's.
7: end for |
8: return M’

Cr (60,6)) = 2 ” {xr"’ 7y, ( - |x<z)} ' <—[Ez o, (| x<) A + A4 KL <”90< JEMEME |x<t)>>

VB (et b (-8 | 2] A (o s 150))

Robust Multi-bit Text Watermark with LLM-based Paraphrasers (Hang Li et al. ) t




Robust Multi-bit Text Watermark with LLM-based Paraphrasers

= Experiment

Baseline P # % FLAF R A Z I8 B R B K 7 £ A %1 LLM-based #) % 4~ 2

Method Bit-wise Accuracy Text-wise Accuracy Fidelity
Bit Acc | BitNum | AUC | TPR@FPR=1% | TPR@FPR=0.01% | Similarity
RemarkLLM (4bit) | 0.7663 4.0 0.7861 0.0% 0.0% 0.8096
RemarkLLLM (8bit) | 0.6953 8.0 0.8023 3.7% 0.0% 0.7793
KGW (zero-bit) - - 0.8652 25.9% 18.1% 0.7745
KGW (multi-bit) 0.6381 4.46 0.8327 22.9% 6.3% 0.8123
KTH (zero-bit) - - 0.8919 61.4% 46.6% 0.8200
KTH (multi-bit) 0.6129 4.26 0.6775 10.9% 2.3% 0.8176
Waterfall(xk = 0.5) - - 0.7787 14.0% 3.8% 0.8499
Waterfall(xk = 1) - - 0.9392 62.4% 35.5% 0.8423
Ours 0.9563 5.57 0.9981 98.0 % 78.0% 0.8739
Method Translate LlamaPara PegasusPara
bitacc AUC | TPR@1% | bitacc | AUC | TPR@1% | bitacc | AUC | TPR@1%
RemarkLLM (4bit) | 0.6885 | 0.7142 0.7063 | 0.7311 0.0% 0.7033 | 0.7248 0.0%
RemarkLLM (8bit) | 0.6124 | 0.6904 1.4% 0.6023 | 0.6751 1.5% 0.6018 | 0.6687 1.2%
KGW (zero-bit) - 0.4872 0.2% - 0.4872 0.2% - 0.4900 0.0%
KGW (multi-bit) | 0.4997 | 0.5829 1.6% 0.4765 | 0.5383 1.5% 0.4817 | 0.5654 1.5%
KTH (zero-bit) - 0.8600 30.6% : 0.8559 32.0% - 0.8618 43.7%
KTH (multi-bit) 0.4923 | 0.4990 0.8% 0.4952 | 0.4957 1.7% 0.4949 | 0.5025 1.3%
Waterfall(x = 0.5) . 0.6041 4.0% - 0.5833 1.9% - 0.5981 5.0%
Waterfall(x = 1) : 0.7432 11.8% - 0.6519 3.1% - 0.7283 13.2%
Ours 0.8206 | 0.9310 67.4% 0.7137 | 0.8649 43.9 % 0.7388 | 0.8616 53.7%
Ours(advt) 0.9003 | 0.9709 78.1% 0.8487 | 0.9239 36.8% 0.8648 | 0.9546 45.7%

Robust Multi-bit Text Watermark with LLM-based Paraphrasers (Hang Li et al.
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Experiment Setup
> Models: Tinyllama-1.1b

Bit Acc

> Training Datasets: C4

A 25
ae O

e
S

> Metrics: Bit Acc, Bit Num, AUC, TPR@FPR, Similarity
> Hyper-parameters: 4, =0.1, 4, =1.0, 4, =0.02, 4,,=1.0
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